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In the Claims : 

1. (Currently Amended) A method for securing 
circulation of an encrypted digital document to be reproduced 
with a document reader, the method comprising: 

providing a user with ' a storage device £0^ storing 
identification information associated therewith identifying the, 
storage device and for storing an identification information list 
comprising associated with the document reader, — fefee 
identification information associated with the document reader 
oornpri - D - ing — a - n information list identifying recent document 
readers previously operated uaed to, identify recent document 
reader o operating with the storage device; 

jr ^eftte - ifying from a server connected to a digital data - 
transmission network the storage device in communication - 
thcrewith; 

transmitting to the a server over : fefee a digital data 
transmission network from the storage device to the server upon 
connection of the storage device to the server by a terminal, 
connected to the digital data transmission network and to the 
storage device 

information identifying the digital document to be 
r ep r oduc e d , with the information being transmitted from 
a computer term>na - l— connected to the -- dig - i - tal data — 
■ fe ¥ €raami - &s - ion ■ network- and - teo - fe - hc - etoragc device , and 

the information list and the identification 
information of associated with the storage devic e , t - hc — 
information list and the identification information 



PAGE 4125 * RCVD AT 9/2612007 11:46:20 PIN [Eastern Daylight Time] * SVR:USPTO-EFXRF-2/5 ■ DNIS:273S300 * CSID: * DURATION (mm-ss):06-18 



SEP. 26. 2007 11:56PM 



NO. 480 P. 5 



In re Patent Application of: 
KASSER 

Serial No. 10/799,371 
Filed; Ma.rch 12, 2004 
/ 

ke - i - ng- transmitted from the otoragc device to the server 

upon connection of the storage deviee to the ocrvcr ; 

identif ying from the server the storage device on the 
basis of the information identification of the storage device 
transmitted to the server; 

determining possible fraudulent use of the storage 
device based upon the idontd r f ication information list aaoociatod 
with the document reader that is transmitted to the server, 
stored in the atoragO"<iov 4 e& 7- the server comparing the 
identification information in the information list with an 
authorized or fraudulent document reader list for determining 
fraudulent use of the storage device; 

if the storage device is not being fraudulently used, 
then transmitting over the digital data transmission network from 
the server to the computer terminal a decryption key specific to 
the digital document to be reproduced, with the decryption key 
being stored in the storage device; 

decrypting the digital document using based upon the 
stored decryption key by using the document reader connected to 
the storage device; and 

reproducing the digital document decrypted by 
the document reader. 

2, (Currently Amended) A The method according to 
Claim 1, wherein the decryption key is transmitted from the 
storage device to the document reader only if the document reader 
is authorized. 

3 
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3 . (Currently Amended) A The method according to 
Claim 1, wherein if the storage device is being fraudulently 
used, then the decryption key is not transmitted from the server 
to the storage device; and further comprising deactivating the 
storage device by the server for prohibiting further use of the 
storage device. 

4. (Currently Amended) A The method according to 
Claim 1, wherein the information list also identifies 
unauthorized document readers; and wherein fraudulent use of the 
storage device is also determined if the identification 
information associated with the document reader is on the 
information list. 

5. (Currently Amended) A The method according to 
Claim 4, wherein the server builds from the identification 
information of the storage device and from the information list 
identifying the recent document readers -operating with received 
from the storage device and from the identification information 
ao oo ciatcd with the otoragc device a table containing, for each 
identified document reader, a number of different storage devices 
used with the document reader; and further, comprising: 

determining that a particular document reader is 
unauthorized if the corresponding number of different storage 
devices used with this particular document reader exceeds a 
threshold; and 

inserting the identification information of the 
document reader determined to be unauthorized into an 

4 
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unauthorized document reader list. 

6. (Currently Amended) A The method according to 
Claim 1, wherein if the storage device is being fraudulently 
used, then the decryption key is not transmitted over the digital 
data transmission network from the server to the storage device. 

7. (Currently Amended) A The method according to 
Claim 1, wherein if the storage device is being fraudulently 
used, then the server deactivates the storage device over the 
digital data transmission network for prohibiting any further use 
of the storage device for reproducing a digital document. 

8 . (Currently Amended) A The method according to 
Claim 1, wherein the decryption key specific to the digital 
document being reproduced is stored in the storage device in 
association with the information identifying the digital document 
to be reproduced; and wherein the document reader transmits to 
the storage device the information identifying the digital 
document that has been transmitted to it for reproducing, and 
then receives from the storage device the decryption key 
associated with the information identifying the digital document 
for decrypting the digital document. 

9 . (Currently Amended) A method for securing 
circulation of an encrypted digital document to be reproduced 
with a document reader, the method comprising: 

5 
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providing a user with a smart card -ioa? storing 
identification information associated therewith identifying the 
storage device and for storing an identification information list 
comprising aeaociated with the document reader, the 
identification information e^ soedatcd with the document reader - 
comprising an -- informat - ion list identifying recent document 
readers operated teamed to identify recent document rcadere 
operating with the smart card; 

identifying f - rom a server connected to the Internet the 
omart card in ao u miLmaoation therewith; 

transmitting to a server over the Internet from the 
smart card to the server upon connection of the smartcard to the 
server by a computer terminal connected to the Internet and to 
the smart card 

transmitting to the server over the Into gftefc 
information identifying the digital document to be 
reproduced, with the information boing transmitted from 
a computer terminal conncoted ^ to the Internet and to 
the smart oa - g e h, - And 

the information list and the identification 
information of associated with the smart card- ; the 
information list and the identi - fioat ion- information 
being transm i tted from the - omart csurd to the— server 
^■pon connection of the smart card to - the serve d; 
identifying from the server the smart card on the basis 

of the information identification of the smart card transmitted 

to the server; 

determining possible fraudulent use of the smart card 

6 
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based upon the identification information - list associated with 
the eteeumant reader that is transmitted to the server, stored in 
the oma - rt ' oard, the server comparing the identification 
information in the information list with an authorized or 
fraudulent document reader list for determining fraudulent use of 
the smart card; 

if the smart card is not being fraudulently used, then 
transmitting over the Internet from the server to the computer 
terminal a decryption key specific to the digital document to be 
reproduced , with the decryption key being stored in the smart 
card ; 

decrypting the digital document based using upon the 
stored decryption key by us - i -e g the document reader connected to 
the smart card; and 

reproducing the digital document decrypted by 
the document reader* 

10. (Currently Amended) A The method according to 
Claim 9, wherein the decryption key is transmitted from the smart 
card to the document reader only if the document reader is 
authorized. 

11. (Currently Amended) A The method according to 
Claim 9, wherein if the smart card is being fraudulently used, 
then the decryption key is not transmitted from the server to the 
smart card; and further comprising deactivating the smart card by 
the server for prohibiting further use of the smart card. 

7 
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12. (Currently Amended) A The method according to 
Claim 9, wherein the information list also identifies 
unauthorised document readers; and wherein fraudulent use of the 
smart card is also determined if the identification information 
associated with the document reader is on the information list. 

13 . (Currently Amended) A The method according to 
Claim 12, wherein the server builds from the identif ication* 
information of the smart card and from the information list 
■gr dontifying the recent document rcadcro operating w - i r fe b received 
from the smart card and from the identification information 
^ egociatcd wifeh the omart car - d - a table containing, for each 
identified document reader, a number of different smart cards 
used with the document reader; and further comprising: 

determining that a particular document reader is 
unauthorized if the corresponding number of different smart cards 
used with this particular document reader exceeds a threshold ; 
and 

inserting the identification information of the 
document reader determined to be unauthorized into an 
unauthorized document reader list. 

14. (Currently Amended) A The method according to 
Claim 9, wherein if the smart card is being fraudulently used, 
then the decryption key is not transmitted over the Internet from 
the server to the computer terminal. 

15. (Currently Amended) A The method according to 

8 
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Claim 9, wherein if the smart card is being fraudulently used, 
then the server deactivates the smart card over the Internet for 
prohibiting any further use of the smart card for reproducing a 
digital document. 

16. (Currently Amended) A The method according to 
Claim 9, wherein the decryption key specific to the digital 
document being reproduced is stored in the smart card in 
association with the information identifying the digital document 
to be reproduced; and wherein the document reader transmits to 
the smart card the information identifying the digital document 
that has been transmitted to it for reproducing, and then 
receives from the smart card the decryption key associated with 
the information identifying the digital document for decrypting 
the digital document . 

17. (Currently Amended) A system for securing 
circulation of an encrypted digital document to be reproduced 
with a document reader, the system comprising: 

a storage device £ear storing identification information 
identifying the storage device aooociatcd thcrcwife - h and for 
storing an identification information list comprising eq^oedated 
with oaid document reader, — fefee- identification information 
associated with aaid document r - ea - dor comprising an inf o^rofrt - ion - 
liot identifying recent document readers previously operated «ee4 
to identify recent ■ argument readers operating with said storage 
device; 

a server connected to a digital data transmission 

9 
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network; 

at least one terminal connected to the digital data 
transmission network and interfacing with said storage device for 
i — said at least one terminal for tranomitting - to — oaid server - 
transmitting to said server the information 
identifying said storage device along with information 
identifying the digital document to be reproduced , and 
* for receiving from oaid server a opceific decryption 
key for decrypting the digital document to be — 
reproduced, with the decryption key being stored in 
□aid storage — device , and 

receiving from said server a specific decryption 
key for decrypting the digital document to be 
reproduced, with the decryption key being stored in the 
information liot Q b ftd-tho identification - information 
associated ^ with oaid storage device, the information 
list and the - - identification information being 
transmitted from said storage device , and fc o - said 
fi^rvor upon connection of said sto gga ge device to said 
server - ; - 

transmitting to said server the information list 
which is transmitted from said storage device to said 
server upon connection of said storage device to said 
server; and 

said document reader for interfacing with said storage 
device and for reproducing* the encrypted digital document, said 
document reader receiving from said storage device the decryption 
key for the digital document to be decrypted and reproduced and 

10 
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comprising 

a memory for storing the digital document to be 
reproduced and the decrypted key , 

a decoder for decrypting the digital document to 
be reproduced based upon the' stored decryption key; and 
said server determining fraudulent- use of said storage 
device based upon the atorcd identification information in the 
information list aoooG - i-at-od ■ with- aaid - document reader / said 
server comparing the identification information in the 
information list with an authorized or fraudulent document reader 
list for determining fraudulent use of said storage device. 

18. (Currently Amended) A The system according to 
Claim 17/ wherein the decryption key is transmitted from said 
storage device to said document reader only if said document 
reader is authorized. 

19. (Currently Amended) A The system according to 
Claim 17, wherein if said storage device is being fraudulently 
used, then the decryption key is not transmitted from said server 
to said storage device; and wherein said server deactivates said 
storage device for prohibiting further use, 

20. (Currently Amended) A The system according to 
Claim 17, wherein the information list also identifies 
unauthorized document readers; and wherein fraudulent use of said 
storage device is also determined if the identification 

11 
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information associated with of said document reader is on the 
information list. 

21* (Currently Amended) A The system according to 
Claim 20, wherein said server builds from the identification 
information of said storage device and from the information list 
received from identifying the recent document -raadcro operating 
wi*k said storage device and from the identification information 
a oo ociatcd with aaid storage dev i ce a table containing, for each 
identified document reader, a number of different storage devices 
used with said document reader, said server 

determining that a particular document reader is 
unauthorized if the corresponding number of different storage 
devices used with this document reader exceeds a threshold; and 

inserting the identification information of said 
document reader determined to be unauthorized into an 
unauthorized document reader list. 

22. (Currently Amended) A The system according to 
Claim 17, wherein if said storage device is being fraudulently 
used, then the decryption key is not transmitted over the digital 
data transmission network from said server to said storage 
device. 

23. (Currently Amended) A The system according to 
Claim 17, wherein if said storage device is being fraudulently 
used, then said server deactivates said storage device over the 

12 
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digital data transmission network for prohibiting any further use 
of said storage device for reproducing a digital document. 

24. (Currently Amended) A The system according to 
Claim 17, wherein the decryption key specific to the digital 
document being reproduced is stored in said storage device in 
association with the information identifying the digital document 
to be reproduced; and wherein said document reader transmits to 
said storage device the information identifying the digital 
document that has been transmitted to it for reproducing, and 
then receives from said storage device the decryption key 
associated with the information identifying the digital document 
for decrypting the digital document > 

25. (Currently Amended) A system for securing 
circulation of an encrypted digital document to be reproduced 
with a document reader, the system comprising: 

a smart card £ea? storing identification information 
identifying the smart card ^ee ei - atcd therew it h and for storing 
an identification information list comprising cK^gociatcd with 
paid document re ade r d the identification information aaoociatcd 
with oaid document reader Gomprioing an information lict 
identifying recent document readers previously operated **s od to 
identify recent document readers operating with said smart card; 

a server connected to the Internet ; 

at least one computer terminal connected to the 
Internet and interfacing with said smart card card, — oaid at - loact 
onG computer terminal for 

13 
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transmitting to said server the information 
identifying said smart card along with information 
identifying the digital document to be reproduced, and 

receiving from said server a specific decryption 
key for decrypting the digital document to be 
reproduced, with the decryption key being stored in 
said smart card_;_ card; and 

transmit ting to said server the information list 
which is and the identification information aoaooiatcd 
with caid amart card, the information Hot and the - 
identifioation information bci - B# transmitted from said 
smart card to said server upon connection of said smart 
card to said server; 

said document reader for interfacing with 
said smart card and for- reproducing the encrypted digital 
document, said document reader receiving from said smart card the 
decryption key for the digital document to be decrypted and 
reproduced and comprising 

a decoder for decrypting the digital document to 

be reproduced based upon the stored decryption key; 

key, and 

said server a proQcooor connected - to oaid decoder for 
determining fraudulent use of said smart card based upon the 
identification information in the information list received from 
□torcd in said smart card. 



14 
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26. (Currently Amended) a The system according to 
Claim 25, wherein said smart card comprises a secure memory area 
for storing the identification information thereof aoggciatcd ■ 
te hcrowith . 

27. (Currently Amended) ft The system according to 
Claim 25, wherein the decryption key is transmitted from said 
smart card to said document reader only if said document reader 
is authorized. 

28. (Currently Amended) ft The system according to 
Claim. 25, wherein if paid omarfa card j a - being fraudulently uacA r- 
then the decryption key ia not transmitted from said server is 
configured to • not transmit t he decryption key to said smartcard 
and to deactivate said smar t card for prohibiting further use 
thereof if said smart card is being fraudulently used card; 
and further compriaing deactivating paid jmaxt card by oaid - 
oorvar for prohibiting furth e r use of oa id omart egj.d. 

Claim 29 (Cancelled) . 

30. (Currently Amended) A The system according to 
Claim 25, wherein the information list also identifies 
unauthorized document readers; and wherein fraudulent use of the 
smart card is also determined if the identification information 
■ aaoooiat e d wit - fa of said document reader is on the information 
list. 
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31. (Currently Amended) A The system according to Claim 
30, wherein said server builds from the identification 
information of said smart card and from the information list - 
identifying the recent docu m ent roadcro operating wi - fck received 
from said smart card and froffl - thc identification information 
aopooiatod with paid omart ca r d a table containing, for each 
identified document reader, a number of different omart cards 
used wi r th oaid document reader r said server 

determining that a particular document reader is 
unauthorized if the corresponding number of different smart cards 
used with this particular document reader exceeds a threshold; 
and 

inserting the identification information of said 
document reader determined to be unauthorized into an 
unauthorized document reader list. 

32. (Currently Amended) A The system according to Claim 
25, wherein if said smart card is being fraudulently used, then 
the decryption key. is not transmitted over the Internet from said 
server to said smart card. 

33 , (Currently Amended) A The system according to Claim 
25, wherein if said smart card is being fraudulently used, then 
said server deactivates said smart card over the Internet for 
prohibiting any further use of said smart card for reproducing a 
digital document. 
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34. (Currently Amended) A The system according to 
Claim 25, wherein the decryption key specific to the digital 
document being reproduced is stored in said smart card in 
association with the information identifying the digital document 
to be reproduced; and wherein said document reader transmits to 
said smart card the information identifying the digital document 
that has been transmitted to it for reproducing, and then 
receives from said smart card the decryption key associated with 
the information identifying the digital document for decrypting 
the digital document. 
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